
 

 

DATA PROCESSING ADDENDUM  

FOR CUSTOMERS AND USER OF AEROHIVE PRODUCTS AND SERVICES 

Version May 2018 

1. Scope and Order of Precedence 

This Data Processing Addendum (this “DPA”) is deemed an addendum to the End User License 

Agreement and related Terms of Use entered between us (as may be amended from time to time, 

the “EULA”), providing the rights and conditions to your use of Aerohive products and services.  

The EULA and related terms of use in effect at any time may be found at 

http://docs.aerohive.com/330000/docs/Aerohive_EULA.pdf. 

This DPA will apply to Aerohive’s processing of any Company Personal Data to the extent that 

EU Data Protection laws apply to Aerohive’s Processing of such Company Personal Data.  This 

DPA is hereby incorporated into and made a part of the EULA.  In the event and to the extent of 

any conflict between this DPA and the EULA, this DPA shall control.  This DPA will be effective 

until Aerohive is no longer Processing Company Personal Data. 

2. Definitions 

In this DPA, the following capitalized bold terms will have the following meanings: 

“Controller,” “Processor,” “Data Subject,” “Personal Data,” “Personal Data Breach,” and 

“Processing” each have the meaning set forth in the EU Data Protection Laws. 

“Aerohive” means Aerohive Networks, Inc., and the Aerohive subsidiaries or affiliated entities 

that assist in the provision of Services. 

“Company” means you, as the person or entity purchasing and using Aerohive products and 

services, subject to the EULA with Aerohive. 

“Company Personal Data” means Personal Data provided to Aerohive by Company for 

Processing by Aerohive in connection with the Services.  Company Personal Data includes 

Personal Data of the Company (including its employee users and other end users) and Personal 

Data of third-parties which Company provides to Aerohive as a result of Company’s use of our 

products and services (including as a result of services you provide to such third parties). 

 “EU Data Protection Laws” means EU Directive 95/46/EC, as transposed into domestic 

legislation of each EU member state and as amended, replaced, or superseded from time to time, 

including by the GDPR and laws implementing or supplementing the GDPR. 

“GDPR” means EU General Data Protection Regulation 2016/679. 

“Model Clauses” means the standard contractual clauses approved by the EU Commission for the 

Transfer of Personal Data to Processors established in Third Countries under the EU Data 

http://docs.aerohive.com/330000/docs/Aerohive_EULA.pdf
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Protection Laws, as amended, replaced, or superseded from time to time, including by the GDPR 

and laws implementing or supplementing the GDPR.  

 “Services” means Aerohive products and services provided to Company, referenced in the EULA. 

“Third-Party Sub-processor” means a third-party subcontractor Aerohive engages who, as part 

of the subcontractor’s role of providing Services, will Process Company Personal Data. 

3. Categories of Personal Data & Data Subjects 

In order to perform the Services, Company hereby authorizes and requests that Aerohive Process 

the following categories of Company Personal Data: personal contact information, such as name, 

home address, home telephone or mobile number, fax number, email address, username, and 

passwords of the Company or its employees; unique device IDs and usage and location 

information, such as MAC and IP addresses, signal strengths, network association and 

disassociation time events, bandwidth consumed, applications used, APs associated with 

(location), URLs visited, etc., collected from end user’ devices in conjunction with their internet 

access by means of the Services (or services Company may provide).  

 

In order to perform the Services, Company hereby authorizes and requests that Aerohive Process 

the Personal Data of Company’s Hive managers and end users. 

4. Company’s Instructions 

Company may provide instructions from time-to-time in writing to Aerohive with regard to 

Processing of Company Personal Data in addition to those specified herein or in the EULA.  

Aerohive will use commercially reasonable efforts comply with all such instructions without 

additional charge to the extent necessary for Aerohive to comply with its obligations to Company 

in the EULA.  The parties will negotiate in good faith with respect to any other change in the 

Services and/or fees resulting from any additional instructions. 

5. Roles and Restrictions on Processing of Company Personal Data 

Company will at all times (i) remain the Controller of Company Personal Data pursuant to EU 

Data Protection Laws; (ii) determine the purposes and means of its Processing of Company 

Personal Data, including instructions to Aerohive regarding such Processing; and (iii) comply with 

the obligations applicable to it pursuant to EU Data Protection Laws regarding the Processing of 

Company Personal Data, including, without limitation, establishing a legal basis for the transfer 

and Processing hereunder by Aerohive of Company Personal Data. 

Aerohive is a Processor with respect to its Processing of Company Personal Data hereunder.  

Aerohive will Process Company Personal Data solely for the provision of the Services, and will 

not otherwise (i) Process Company Personal Data for purposes other than those set forth in the 

EULA or as instructed by Company in accordance with Section 4, or (ii) disclose such Company 

Personal Data to third parties other than Third-Party Sub-processors, as permitted or required by 

the EULA, or as instructed by Company in accordance with this Section 4, this DPA, or EU Data 
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Protection Laws.  Aerohive will comply with the obligations applicable to it pursuant to EU Data 

Protection Laws regarding the Processing of Company Personal Data. 

6. Rights of Data Subjects 

Aerohive will use commercially reasonable efforts to meet Company’s detailed written 

instructions regarding Company’s obligations pursuant to EU Data Protection Laws, including to 

assist Company to respond to Data Subject requests to access, delete, release, correct, or block 

access to their Personal Data held in Aerohive’s information technology environment.  Company 

agrees to pay Aerohive’s reasonable out-of-pocket costs and expenses and standard fees associated 

with Aerohive’s response to such written instructions or performance of any such requested access, 

deletion, release, correction, or blocking of access to Company Personal Data on behalf of 

Company.  Aerohive will pass on to the Company any requests of an individual Data Subject to 

access, delete, release, correct, or block Company Personal Data Processed by Aerohive in 

connection with the Services; provided, however, that Aerohive will not be responsible for 

responding directly to the request, unless otherwise required by EU Data Protection Laws. 

7. Cross Border and Onward Data Transfers 

Transfers of Company Personal Data originating from the EEA or Switzerland to Aerohive or 

Third-Party Sub-processors located in countries outside the EEA or Switzerland that have not 

received a binding adequacy decision by the European Commission or by a competent national 

data protection authority, are subject to (i) the terms of the Model Clauses incorporated into this 

DPA by reference and Appendix 1 and 2 attached hereto; or (ii) other appropriate transfer 

mechanisms pursuant to EU Data Protection Laws.  For the purposes of the Model Clauses, the 

parties agree that (a) Customer will act as the data exporter on Customer’s own behalf and on 

behalf of any of its entities (b) Aerohive will act on its own behalf as the data importer.  This DPA 

shall be read in conjunction with the Model Clauses or other appropriate transfer mechanisms. 

8. Affiliates and Third Party Sub-processors 

Some or all of Aerohive’s obligations under the EULA may be performed by Third-Party Sub-

processors.  Aerohive maintains a list of Third-Party Sub-processors that may Process Company 

Personal Data.  Aerohive will provide a copy of that list to Company upon request. 

The Third-Party Sub-processors will be required to abide by substantially the same obligations as 

Aerohive under this DPA as applicable to their Processing of Company Personal Data.  Company 

may request that Aerohive audit a Third-Party Sub-processor or provide confirmation that such an 

audit has occurred (or, where available, obtain or assist Company in obtaining a third-party audit 

report concerning the Third-Party Sub-processor’s operations) to ensure compliance with such 

obligations.  Aerohive remains responsible at all times for compliance with the terms of this DPA 

by its Third-Party Sub-processors.  

Company consents to Aerohive’s use of Third-Party Sub-processors in the performance of the 

Services in accordance with the terms of Sections 7, above, and this Section 8. 
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9. Technical and Organizational Measures  

Aerohive maintains appropriate technical and organizational security measures for the Processing 

of Company Personal Data, including measures specified in this Section 9 to the extent applicable 

to Aerohive’s Processing of Company Personal Data.  These measures are intended to protect 

Company Personal Data against accidental or unauthorized loss, destruction, alteration, disclosure, 

or access, and against all other unlawful forms of Processing.  Additional measures, and 

information concerning such measures, including specific security measures and practices for the 

particular Services ordered by Company, may be specified in the EULA. 

• Physical Access Control.  Aerohive employs measures designed to prevent 

unauthorized persons from gaining access to data processing systems in which 

Company Personal Data is Processed, such as the use of security personnel, secured 

buildings, and data center premises. 

• System Access Control.  The following may, among other controls, be applied 

depending upon the particular Services ordered: authentication via passwords 

and/or two-factor authentication, documented authorization processes, documented 

change management processes, and logging of access on several levels.  For 

Services hosted at Aerohive: (i) log-ins to Services Environments by Aerohive 

employees and Third Party Sub-processors are logged; (ii) logical access to the data 

centers is restricted and protected by firewall/VLAN; and (iii) intrusion detection 

systems, centralized logging and alerting, and firewalls are used. 

• Data Access Control.  Company Personal Data is accessible and manageable only 

by properly authorized staff AND direct database query and application access 

rights are established and enforced.  

• Input Control.  Company Personal Data source is under the control of the 

Company, and Personal Data integration into the system, is managed by secured 

file transfer (i.e., via web services) from the Company to the extent possible. 

• Data Backup.  For Services hosted at Aerohive: back-ups are taken on a regular 

basis; backups are secured using a combination of technical and physical controls, 

depending on the particular Service. 

• Data Segregation.  Company Personal Data from different Aerohive customers’ 

environments and/or locations is logically segregated where practicable on 

Aerohive’s systems to the extent possible. 

• Confidentiality.  Aerohive employees and Third-Party Sub-processors having 

access to Company Personal Data are subject to confidentiality arrangements. 

10. Audit Rights 

Company has the right to inspect upon reasonable advance written notice and subject to 

appropriate confidentiality safeguards and restrictions Aerohive’s respective systems and facilities 
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up to one (1) time every twelve (12) months to ensure compliance with this DPA only to the extent 

required by EU Data Protection Laws.  Before the commencement of any such audit, Company 

and Aerohive shall mutually agree in good faith upon the scope, and duration of the audit.  The 

audit must be conducted during regular business hours at the applicable facility, subject to 

Aerohive’s policies, and may not unreasonably interfere with Aerohive’s business activities.  

Company is entitled to conduct the audit, at Aerohive’s discretion, either by an authorized 

representative, including its data protection officer, where relevant, or through third parties that 

Aerohive authorizes.  Any authorized representatives of Company (including third parties) must 

comply with the confidentiality requirements under this DPA and the EULA; the results of such 

audit will be deemed the confidential information of Aerohive.  Company shall notify Aerohive 

with information regarding any non-compliance discovered during an audit.  Any audits are solely 

at the Company’s expense.  Any request for Aerohive to provide assistance with an audit is 

considered a separate service if such audit assistance requires the use of resources different from 

or in addition to those required for the provision of the Services. Aerohive will seek the Company’s 

written approval and agreement to pay any related fees before performing such audit assistance. 

11. Incident Management and Breach Notification 

Aerohive evaluates and responds to incidents that create suspicion of or indicate a Personal Data 

Breach.  Aerohive operations staff is instructed on responding to Personal Data Breach as required 

pursuant to EU Data Protection Laws.  Aerohive will notify Company as soon as reasonably 

practicable, and in any event within any notice period required pursuant to Data Protection Laws, 

if Aerohive has determined that Personal Data Breach has occurred that involves Company 

Personal Data.  Aerohive will promptly investigate any such Personal Data Breach and take 

reasonable measures to identify its root cause(s) and prevent a recurrence.  As information is 

collected or otherwise becomes available, unless prohibited by applicable law, Aerohive will 

provide Company with a description of the Personal Data Breach, the type of Personal Data that 

was the subject of the Personal Data Breach, and other information Company may reasonably 

request concerning the affected Data Subjects.  The parties agree to coordinate in good faith on 

developing the content of any related public statements or any required notices for the affected 

Data Subjects and/or notices to the relevant data protection authorities. 

12. Return and Deletion of Personal Data upon End of Services 

Following termination of the Services and upon Company’s request, Aerohive will destroy or 

return or otherwise make available for retrieval to Company all Company Personal Data then 

available in Aerohive’s information technology environment that holds Company Personal Data.  

Following destruction or return of such Company Personal Data, or as otherwise specified in the 

EULA, Aerohive will promptly delete or otherwise render inaccessible all copies of Company 

Personal Data then available in Aerohive’s information technology environment that holds 

Company Personal Data, except as may be required by applicable law.  

13. Legally Required Disclosures 

Except as otherwise required by applicable law, Aerohive will promptly notify Company of any 

subpoena, judicial, administrative, or arbitral order of an executive or administrative agency, 
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regulatory agency, or other governmental authority (“Demand”) that it receives and which relates 

to the Processing of Company Personal Data.  Where such a Demand is made on Company, 

Aerohive will, at Company’s reasonable request, provide Company with reasonable information 

in its possession that may be responsive to the Demand and any assistance reasonably required for 

Company to respond to the Demand in a timely manner.  Company acknowledges that Aerohive 

has no responsibility to interact directly with the entity making the Demand. 

14. Service Analyses 

Aerohive may (i) compile statistical and other information related to the performance, operation, 

and use of the Services, and (ii) use data from the Services environment in aggregated form for 

security and operations management, to create statistical analyses, and for research and 

development purposes (collectively “Service Analyses”).  Aerohive may make Service Analyses 

publicly available.  However, Service Analyses will not incorporate Company Personal Data in a 

form that could identify or serve to identify Company or any Data Subject.  Aerohive retains all 

intellectual property rights in and to such Service Analyses. 
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APPENDIX 1 TO THE STANDARD CONTRACTUAL CLAUSES 

 

This Appendix forms part of the Model Clauses. 

The Member States may complete or specify, according to their national procedures, any 

additional necessary information to be contained in this Appendix. 

Data exporter 

The data exporter is (please specify briefly your activities relevant to the transfer): 

Data exporteris entity idenfitied as “Customer” in the DPA.  

Data importer 

The data importer is (please specify briefly activities relevant to the transfer):  

 

Data importer is Aerohive Networks, Inc., a provider of enterprise cloud networking.  

 

Data subjects 

The personal data transferred concern the following categories of data subjects (please specify): 

 

Data Subjects are defined in the DPA.  

Categories of data 

The personal data transferred concern the following categories of data (please specify): 

 

Personal data is defined in the DPA.  

 

Special categories of data (if appropriate) 

The personal data transferred concern the following special categories of data (please specify): 

 

 

Processing operations 

The personal data transferred will be subject to the following basic processing activities (please 

specify): 

The processing operations are defined by the Customer through its instructions.  
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APPENDIX 2 TO THE STANDARD CONTRACTUAL CLAUSES 

 

This Appendix forms part of the Model Clauses. 

 

Description of the technical and organisational security measures implemented by the data 

importer in accordance with Clauses 4(d) and 5(c) (or document/legislation attached): 

 

The technical and organizational security measures implemented by the data importer are 

described in the DPA. 

 

 


