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The continuing digitization and globalization of our economy relies increasingly on the availability, control and 
processing of personal data. While this presents enormous opportunities for businesses and individuals, it is 
accompanied by a growing public concern for the importance of personal data protection.  The European Union’s 
General Data Protection Regulation (GDPR) is a response to this concern. GDPR aims to bring consistency to EU 
data protection laws, and to strengthen the security and protection of personal data. It accomplishes this by giv-
ing EU citizens a higher degree of control over of their personal data, and how it is used in the digital economy. 

Organizations must be able to address these regulations as of May 25, 2018.  

Introduction

GDPR applies to any organization, in any country, that collects, stores, or processes the personal data of EU residents. This data can be from employees, 
business partners, prospects, customers or anybody the organization interacts with.  In the regulation’s terminology, such organizations are defined as 
either ‘controllers’, who determine what data is collected, and how and why the personal data is processed, or ‘processors’, who act on the controller’s 
behalf.  Both have increased obligations under GDPR.

Aerohive welcomes the GDPR and is addressing GDPR regulations in several areas: 

• Products: Aerohive has implemented enhanced functionality in its Cloud Networking solution to assist customers with their compliance obligations.

• Processes: Aerohive has changed our processes for handling and protecting personal data we collect about and from our business partners, as 

well as for marketing and HR purposes.

• Roles and Responsibilities: Aerohive has clarified respective roles and responsibilities of Aerohive, our customers and business partners 

regarding handling of personal data. 

This document focuses on the product-related aspects of Aerohive’s GDPR initiative, and how we support our customers and partners in their GDPR 
compliance projects.  

Aerohive provides additional information about the personal data we collect, how we use it and our associated responsibilities on our website.
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https://www.aerohive.com/legal/data-privacy-protection/


GDPR Basics

Data Controller
GDPR defines the “Controller” as the natural or legal entity which, alone or jointly with others, determines the purposes and means of the collection, 
use and processing of personal data. Customers purchasing and using Aerohive products and services are considered the Controller of data, because 
they decide what kind of personal data is collected and how it is processed and stored in their Aerohive network.  The customer may also provide sepa-
rate services related to Aerohive products directly to users of their Aerohive networks, as well as to their customers, business partners and employees, 
which may result in additional requirements under GDPR regulations.

Data Processor
GDPR defines the “Processor” as the natural or legal entity which processes personal data on behalf of the controller. With regard to Aerohive’s 
products or services, Aerohive is classified as a Processor of data because our cloud-networking solution processes network-related data, including 
personal data, for our customers, including in conjunction with services and support they may purchase from us.

GDPR with Aerohive: A Shared Responsibility
Under GDPR, Aerohive and the customers using Aerohive’s products and services have a shared responsibility regarding GDPR compliance. As the 
data processor, Aerohive assists our customers in addressing their GDPR responsibilities, by providing functionality in our products and implementing 
appropriately secure handling and control of personal data in our cloud. 

The Right to Request and Be Forgotten
Under GDPR, EU citizens and legal EU residents have several rights that provide them an increased level of control over their personal data. These in-
clude the rights to view the data that an organization has collected about them, to demand corrections to this data and to request deletion of their per-
sonal data. Aerohive has implemented functionality in our cloud networking solution that assists our customers in responding to these requirements. 

Aerohive’s Cloud Networking Solution and GDPR

What Data is Collected and Why? 
Aerohive’s cloud networking solution collects and processes various types of data for the purpose of managing and troubleshooting customer networks.  
With regard to personal data, this typically includes items like a device’s Mac-Address, IP-address, associated user names, device hostnames, the 
Access Points that the devices associated with, and the AP’s location. If a customer decides to use the application visibility feature, it also includes 
data about select applications and URLs used. For customers that elect to deploy an optional Captive Web Portal (CWP), for example for registering 
guests for network access, the personal data may also include items like email addresses and phone numbers, or user names used in social networks.  
Lastly, for customers that use Aerohive’s presence and location analytics, the data may also include location and presence information of devices on 
the customer’s network.  Aerohive does not share customer network data with third parties. 

Our customers may decide to use personal data collected in their Aerohive network in their own services and initiatives they provide to third parties. 
For example, they may use information collected on their Captive Web portal in a marketing campaign.  In these cases, customers need to evaluate any 
GDPR-related responsibilities towards these third parties. 

GDPR Compliance Enablement in HiveManager®

Aerohive’s HiveManager is the network management system that customers use to configure, deploy, manage and troubleshoot their Aerohive net-
working infrastructure. HiveManager is equipped with a set of features that assists our customers in addressing GDPR-related obligations that result 
from the rights to request and be forgotten, by searching for, downloading and deleting personal data. In addition, HiveManager provides logging and 
audit tools to track these actions so our customers can better document them.

GDPR Compliance Enablement in Aerohive’s Cloud

Where in the Cloud is my Data? 
Under GDPR, some data can only be stored or transferred where the state has jurisdiction or where an agreement is in place that protects that data – 
the data-residency requirement.  Aerohive’s public cloud supports this residency requirement. Our cloud architecture consists of a Global Data Center 
(GDC) and several Regional Data Centers (RDCs). Both the GDC and the RDCs may contain personal data retained to support customer networks.

2

AEROHIVE NETWORKS, INC.

GDPR and Aerohive Networks



Aerohive’s GDC is located in Ireland, and all customer networks in Europe are assigned to an RDC also located in the EU. Aerohive’s cloud architecture 
is designed so that customer personal data never leaves its assigned RDC and the GDC. This in turn enables Aerohive and our customers to demon-
strate compliance with data-residency requirements. 

Data Security in the Cloud 
Under GDPR, organizations are also required to design their technical and company processes to secure and protect the personal data they collect and 
process.  With regard to our cloud infrastructure, Aerohive takes comprehensive security measures, including:

• Securing the data in our GDC and RDCs, including with threat-prevention measures, firewalling and penetration testing 

• Strictly limiting access to our cloud infrastructure to a small number of designated Aerohive DevOps engineers and monitoring and tracking their 

activities while working in the cloud infrastructure

• Protecting data storage in the Aerohive cloud through encryption. 

Additional information about Aerohive’s cloud security is located here. 

Breach Monitoring and Alerts 

GDPR mandates that in cases of a data breach, an organization may have to disclose the nature of the breach, its scope and the underlying causes. 
Aerohive has implemented processes for detecting and stopping potential data breaches, and will promptly provide appropriate communications to our 
customers and affected business partners. 

Conclusion

For many organizations, the initial response to GDPR requirements has likely been a lengthy and challenging process. Aerohive has implemented a 
comprehensive approach to meet our GDPR requirements through our enhanced cloud networking solution and will continue to work with our custom-
ers and partners to support them in their GDPR initiatives.
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